
Charles Proxy/ Android studio/ Browserstack  

         

https://www.charlesproxy.com/ 

Meaning of the documentation in IT. BE self-taught

https://www.charlesproxy.com/documentation/welcome/


How To Configure And Use Charles Proxy On Windows And 
Android https://www.softwaretestinghelp.com/charles-proxy-

tutorial/

https://www.charlesproxy.com/
https://www.charlesproxy.com/documentation/welcome/
https://www.softwaretestinghelp.com/charles-proxy-tutorial/
https://www.softwaretestinghelp.com/charles-proxy-tutorial/





Don’t worry about it. Open it :) 






Grant Privileges 





Install Charles Root Certificate:  
Help > SSL Proxying > Install Charles Root Certificate  






!!! Possible problem > Extra slide for Mac users !!! 

There might be a problem with Certificate.  
For Mac users: You will be prompted  to go to Keychain access. 

Approve certificate here. 






Charles Proxy  with Mobile devices  




Make a screenshot of this message, cos your ip “10.0.0.???” will be different!!!





You can watch a video OR go through the screenshots 




iPhone > WiFi 

 



Type the address > Allow 

 






Settings > Profile downloaded




Install







 



Green is good, right? :) 






Enable it > Switch the toggle 









 

You computer > Allow 






————————————————————————————————— 

!!! This is free demo version which  runs for 30 mins !!! 

————————————————————————————————— 



 Before we start: 
 Interview Question > 3 main conceptions of manual testing: 

⁃ Black box testing  




⁃ White box testing  




⁃ Gray box testing, Chrome dev tools, Postman, Charles etc 






Useful skills: 
Connect your iOS or Android device to your computer for presentation(screen 
sharing)  and getting data.


Another tips: 
How to make a screenshot on any device.

How to make a video from your screen and from your mobile device


It’s not the interview questions. These  are the must skills! 


Share the screen of your phone. Use Quick Time player.









Let go though the app







Why do this?  
⁃ To understand more deeply what’s going there under the hood

⁃ Attach all the related information to your bug ticket (even if you don’t 

understand what’s going there). Every developer would REALLY 
APPRECIATE IT. 


For proper debugging you need to grab all the related information >  
 WHEN YOUR BUG IS HAPPENING!!! 
⁃ call/ request

⁃ reply

⁃ logs


Charles proxy is web proxy that can be run on your computer in order to record 
and display data which is sent and received.

Charles makes debugging quick, reliable and advanced; saving your time and 
frustration!


Interview question: What is debugging?  

Testing is the process using which we find errors and bugs. 

Debugging is the process using which we correct the bugs that we found during 
the testing process.




Charles Proxy Key Features: 

• User-friendly UI > Easy to use 


• Bandwidth Throttling to simulate slower Internet connections including 
latency 

• SSL Proxying – view SSL (Secure sockets layer) requests and responses 
in plain text


• Repeat requests to test back-end changes


• Edit requests to test different inputs


https://www.charlesproxy.com/documentation/proxying/throttling/
https://www.charlesproxy.com/documentation/proxying/ssl-proxying/


Start the program: 




Enable Proxy







SSL Proxy







Record button. How it listens. Browser + Charles.  
Some sites might be blocked(!)





We need to filter request cos we need to take a look at application under 
the test







Otherwise we will see all the requests on our computer. Which is a mess 
and we can easily get lost. 

Structure: Overview analytics 






Sequence 





Overview







When something bad is happening we want to know “why?”





Analyze codes from your requests. The same in Postman/ JMeter/ Dev 
tools. 



Throttling testing  














Block connection for some negative test cases. Amazon. 









403 error Access problem, what we did on purpose 









  



Example  > Our bug from the news page 



 



No caching tool:  
Learn the proper spelling.  I have seen “cashing problems” from non-native 

speakers.





Use the latest data from site not cached data. In web we use Incognito mode for 
this purposes.


Remember my example with google and speeding testing. Site might be down 
but you still can see it because of the cached data.


Tools > No caching







Add your application





“I would say it’s not possible to validate visually. Just believe it.” 



Block Cookies: 

Interview question: What are cookies? > Cookies are small text files containing 
unique data (like username and password) to identify your computer to the 
network


 



Drop connection Block/  403: 

 

Mirror (Save) option 

 



Repeat:  

Provide email 

 



Without providing any information 









Advance repeat “mini JMeter” 

 

10 requests 

 



Throttling. User with 3G 

 

 

Visually obvious 



No Internet connection 

 

Real life example with caching / connection problem > not giving any 
Connection Error. User just could schedules an appt. 



Mobile version on my phone. 



Android Studio 

Tip:  
know different platforms. buy a cheap Android (iPhone 5) and practice with it. 
Play around. Macbooks! Terminal.


Android studio > Install it  






How to get logs 


Interview question: What are logs?  > computer-generated data file that 
contains information about usage patterns, activities, and operations within 
an operating system, application, server or another device. Log  
files show whether resources are performing properly and optimally.

Developer looks into the logs to find errors, warnings etc.


How to turn developers mode on your Android device. 
https://www.samsung.com/uk/support/mobile-devices/how-do-i-turn-on-
the-developer-options-menu-on-my-samsung-galaxy-device/ 

ADB > Android Debug Bridge ( how to install it > type it in terminal sudo apt 
install android-tools-adb)


adb logcat > once you open the app try running adb logcat and make sure you 
see things being logged


Connect your device to computer.


Make sure that you see you devices in terminal 





https://www.samsung.com/uk/support/mobile-devices/how-do-i-turn-on-the-developer-options-menu-on-my-samsung-galaxy-device/
https://www.samsung.com/uk/support/mobile-devices/how-do-i-turn-on-the-developer-options-menu-on-my-samsung-galaxy-device/


The same terminal in Android Studio 







Get the logs when your bug ( crush) is happening!!! Cos it’s a lot of 
information.





How to stop it??? > Mac > Control + C


Save logs without running them in terminal

adb logcat > logcat.txt


with timestamp

adb logcat -v time > FileName.txt







Or manually.  
Download > https://www.barebones.com/products/bbedit/


Attach it to your ticket.


———————————————————————————————————— 

Show mobile mode within browser. 




https://www.barebones.com/products/bbedit/


December 2023. New Mac././. 

Android simulator  > FACEPALM :( 





How it should look like







Safari FACEPALM2 : (







Browserstack 
 

https://live.browserstack.com/
dashboard#os=ios&os_version=&device=17.0&zoom_to_fit=true&full_screen=true&url=https%
3A%2F%2Fluxledlights.com%2Fproducts%2Fdemo-t-shirt-automatic-recoloring-out-of-
stock-test-product%3FcpbPreview%3Dtrue&speed=1


BrowserStack is an essential tool for testers because it offers live, web-based browser testing 
with instant access to various browsers and operating systems. 

This is crucial for testers to check the compatibility of applications across different platforms. 
Here are a few reasons why testers need BrowserStack:


1. Multiple Browser Compatibility: BrowserStack provides access to a range of browsers 
including Chrome, Firefox, Safari, Edge and Internet Explorer. This allows testers to find and fix 
bugs across various browsers and ensure a consistent user experience.


2. Access to Various Operating Systems: It provides different operating systems like Windows, 
MacOS, iOS and Android. This helps in testing the application on different devices easily 
without needing the actual device. My example Android


3. Real Device Testing: It provides real device cloud for testing which improves the accuracy 
of the test results. BUT in my experience we had bugs that we reproducible on physical 
devices only > switching camera, notifications, timeouts, login by face id


4. Automated Testing: It allows automated testing which helps in saving time and increasing 
efficiency. Users can run parallel tests to speed up the testing process.


5. Easy Debugging: It provides pre-installed developer tools for easy debugging of 
applications.


6. Local Testing: Testers can also test local or privately hosted websites through secure and 
dedicated connections.


https://live.browserstack.com/dashboard#os=ios&os_version=&device=17.0&zoom_to_fit=true&full_screen=true&url=https%3A%2F%2Fluxledlights.com%2Fproducts%2Fdemo-t-shirt-automatic-recoloring-out-of-stock-test-product%3FcpbPreview%3Dtrue&speed=1
https://live.browserstack.com/dashboard#os=ios&os_version=&device=17.0&zoom_to_fit=true&full_screen=true&url=https%3A%2F%2Fluxledlights.com%2Fproducts%2Fdemo-t-shirt-automatic-recoloring-out-of-stock-test-product%3FcpbPreview%3Dtrue&speed=1
https://live.browserstack.com/dashboard#os=ios&os_version=&device=17.0&zoom_to_fit=true&full_screen=true&url=https%3A%2F%2Fluxledlights.com%2Fproducts%2Fdemo-t-shirt-automatic-recoloring-out-of-stock-test-product%3FcpbPreview%3Dtrue&speed=1
https://live.browserstack.com/dashboard#os=ios&os_version=&device=17.0&zoom_to_fit=true&full_screen=true&url=https%3A%2F%2Fluxledlights.com%2Fproducts%2Fdemo-t-shirt-automatic-recoloring-out-of-stock-test-product%3FcpbPreview%3Dtrue&speed=1


7. Integrations: It offers integrations with popular frameworks like Selenium, Appium, etc for 
automated testing and also integrations with CI/CD tools like Jenkins, Travis CI, etc.


8. Screenshots and Screen Recording: It provides the functionality of capturing screenshots 
during the test sessions and even record the testing process.


Overall, BrowserStack makes web testing far easier and efficient for testers.


Go through the menu. 


Rare devices example > Samsung  v13 Galaxy Z Fold 5.


Basically mix of dev tool and Charles Proxy but with access to all the available devices.


Make sure that your company still support certain devices and browsers. My example.




 



Android and iOS apps have different file formats that are used for installation and 
distribution. 

1. Android App Files: Android apps come packaged in APK (Android Package Kit) files. An 
APK file includes the AndroidManifest.xml file, the application code (in.dex files), resource 
files, and other files compiled together. This single APK file is what users download and 
install on their Android devices. My APK examples. Know how to install it from bamboo, 
manually, cloud etc. Ask your developer. Right version!


 

2. iOS App Files: iOS apps come packaged in IPA (iOS App Store Package) files. An IPA file is a 
binary file that contains all the resources needed for the app to function - including the 
compiled app executable, app resources like images and sounds, and meta-information like an 
app icon and documentation. This IPA file is what users download and install on their iOS 
devices.




TestFlight. 
 

https://developer.apple.com/testflight/


TestFlight is a platform provided by Apple that allows developers to beta test their iOS, 
watchOS, and tvOS apps before releasing them to the App Store. It enables developers to 
provide early access to their apps to a limited number of testers for testing and feedback. 

TestFlight makes it easier for developers to gather feedback, identify bugs, and make 
necessary improvements before making their app available to the general public.


Testers need TestFlight to participate in beta testing of iOS, watchOS, and tvOS apps. By using 
TestFlight, testers can access and test new features, updates, and bug fixes before they are 
released to the general public. TestFlight allows testers to provide feedback directly to the 
developers, helping them identify and fix any issues or bugs before the app is officially 
launched. Testers can also explore new functionalities, test different device configurations, and 
share their experience with the developers, contributing to the overall improvement of the app.


https://developer.apple.com/testflight/

